Howto callPSDAPI
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Prerequisites

- Qualifiedcertificatefor PSD2authenticationwith specified metadata
(registrationNumberregistratorandroles)

- Ability to makeOAuth2client credentials granandauthorization code
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Registeringnto developerportal

Use this TPPPublicRegistration API to register your company as a PSD2 Third Party Provider.
Registration will result to access to developer portal under user that is allowed to call APIs.

Usage:

curl -k -X POST-- cert EquaTest.pem:aaaa -H "accept: application/json"

"Content - Type: application/json"
"https://api.equa.cz/tppregistration/1.1.11/tpps" - d @tppRegister.json

where tppRegister.json contains your data

"tppld" : "TROO011"
“topName": vy 6 Al Ed AFET AT AAy
"password" : "XxXxxx"

"email" : "trosa@trask.cz ",
"address" : "Po BPHa OO0OHSM ,a i
"phoneNumber" "+420 123456787"



mailto:trosa@trask.cz

tppld isuserNameo the developerportal. It cannotcontains spaceanddo not useunderscore
and diacritics.

passwordis passwordo the identity serverwith policypattern: A((?=.Ad)(?=.*[az])(?=.*[A
Z))(?=* @#$%&*])).{0,100}$

emailisrequiredfor confirmation emaibknd notification purposes. You witeceiveemailwith
confirmation linkafter successful registration.

addressand phone numberis highlyrecommendedThe administratorsof Equabankwill try to
contactyou forsecurityreasons. Wrong informatiowill be reported.

Howto convertcert.pfxto cert.pem

openssl.exe

pkcsl2 -in EquaTest.pfx

-out EquaTest.pem - clcerts

Errors

http Errormessage Description

error

403 Userxxxxalreadyexistsin the system Please | Chosertppld hasbeenalready
useadifferent username. registered.Tryadifferent one.

400 Thecertificateis missingvalid metadata Thecertificatedoesnot meetthe

expectationgseethe prerequisites).

400 Someof following parametersis missingn TheJSONN the bodyis not validor
JSONequest:tppld or passwordor complete.
tppNameor emailor phoneNumber

400 Thenameshouldcontain charactel '

403 Unableto procesgegistration.TheTPPhas | Adifferent userwith provided certificate
been alreadyegisteredundera different is alreadyregistered.
tppld: xxx

200 Userhasbeen alreadyegistered.No
changedas been done.

403 TheTPPhasbeenalreadyregistered

500 Unableto registeruser- internal error - Internalerror.
contactsupportplease

500 Unableto setroles Internalerror.

Creatinghe application

Open pagéttps://developers.equa.candsignin to the developerportal. Please notehat signup
creates usethat isnot ableto call API
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Goto the Applicationsandcreateyour application.(Youcanusethe default applicationhowever
the application namawill be displayedon consentpageto the endusers).

Payattention that applicationnamecannotcontainwhitespaces!

EQUO bank @ TRO009~

[ APPLICATIONS @ ADD APPLICATION

&3 APis
ANALYTICS Applications

An application is a logical collection of APIs. Applications allow you to use a single access token to invoke a collection of APIs and to
subscribe to one API multiple times with different SLA levels. The DefaultApplication is pre-created and allows unlimited access by

default
Q Filter by
= Workflow
Name Tier Status Subscriptions Actions
DefaultApplication nlimite ACTIVE 5
DefaultApplicati Unlimited AC 5 A 2 Edit
fi Delete
KFivatek Unlimited ACTIVE 1

© View # Edit

Show ' 10 v entries Showing 1 to 2 of 2 entries

PerToken Quotdield allowsyou toassigran APIrequestquota per access tokenAllocated quota
will be shared amongll the subscribed APIaf the application.Youcanleavethe unlimitedvalue.

Descriptionisup to you, but it will not be displayedo the end users.



£quabank @ TROD09~

[ APPLICATIONS @APPLICATIDN List

&3 Apis
ANALYTICS Add Application

An application is a logical collection of APls. Applications allow you to use a single access token to invoke a collection of APls and to
subseribe to one APl multiple times with different SLA levels. The DefaultApplication is pre-created and allows unlimited access by

Name* Kbelik

Characters left. 64

Per Token Quota Unlimited

Description

Cancel

EntryCallbackURIor OAuth2implicit and authorization grantodepurposesPleasehat Password
grantis uselessglient credentialscanbe usedin certainsituationsonly (e.gpaymentinitiate).

Thenpush Generaté&eysbutton to obtainclientld (consumerKeyandclientSecret
(consumerSecret).

(Incaseyou ever edityour applicationmakesureall granttypesyouwantto
enableare checked after editingespeciallfCodeGrantTyperemains unchecked!)

£quabank @ TROD09~

[ APPLICATIONS @APPLICATION LisT @ EDIT

&3 AP
ANALYTICS Kbelik

Details Production Keys Sandbox Keys Subseriptions

@ No Keys Found

No keys are generated for this type in this application,

Grant Types

The application can use the following grant types to generate Access Tokens. Based on the application requirement, you can
enable or disable grant types for this application.

' Refresh Token SAML2 B implicit Password
IWA-NTLM Client Credentia

Callback URL

https://knedlik.neco/callback

Scopes

No Scopes Found.

Access token validity period

3600 Seconds

Generate keys



f£quabank @ TRODDS
E APPLICATIONS @ APPLICATION LIST ® EDIT

&3 Apis
ANALYTICS Khelik

Details Production Keys Sandbox Keys Subscriptions

Show Keys
Consumer Key

............................ El
Consumer Secret

............................ =l

Grant Types

The application can use the Tollowing grant types 10 generate Access Tokens. Based on the application reguirement, you can
enable or disable grant types for this application.

- Refresh Token SAMLZ ﬂ Implicit H Passward
B AT B Client Credential B coce
Callback URL

hups:/knedlik neco/callback

Theusageof clientldandclientSecregeneratedon sandboxab meansthat mockof backendsand
authentication serveis used.

APISubscription

Theapplication haso be subscribedo API inorderto be API callablavith tokens thathasbeen
createdby using clientld and clientSecret.

£quabank @ TROO09~
&3 Aps @ GO BACK

8] APPLICATIONS

ANALYTICS AISPGetAccounts - 2.0.2

Applications

Version: 202
By: admin Kbelik N
B Updated: 09/Jan/2018 17:25:23 PM UTC Tiers
Status: PUBLISHED Unlimited -
Overview AP| Console Docurmentation SDKs

Production and Sandbox Endpoints

Production and Sandbox URLS:

https:/kube-minion1.dev bank.loc:32000/aisp/accounts/2.0.2 a8
https:/kube-minion1.dev1.equabank loc:32000/aisp/accounts/

Description

Equabank open AP for AISP (Account Information Service Provider)

Waitfor awhile

Thecurrentsituation required administratoassistanceo setup authentication toyour profile.
Until that youwill not be ableto makeOAuth2authorizationgrantcode(or implicit). We work on
progress.



Howto callAISRapis
Therearethree basicAlSPapis:

AISPGetAccounts
AISPGetBalance
AISPGetTransactions

TheAPIcallrequires:

9 Validqualifiedcertificatefor TLS clienduthentication

1 Oauth2Accesdokenwith grantcode(or implicit) andscopeAisP_ACCOUNTSPra or
AISP_BALANCE or AISP_TRANSACTIONS

Authorizatiorrequest
TPPapplication redirectshe enduser(browser)to https://api.equa.cz/authorize

https://api.equa.cz/authorize?scope=AISP_ ACCOUNTS%20AISP_BALANCE%20AISP_TRANSA

CTIONS&response_type=code&redirect_uri=https://knedlik.neco/callback&client_id
=<clientld>

Endusersgoesthroughstrong customeruthentication

tqua bank £quabank

Please confirm the login attempt
Please confirm the login attempt

Enter authorization code we sent you in
SMS message



cqua bank £qua bank

DefaultApplication

Operation was successiully Velké pfiserné finance

/ N\ for 90 days.
/

You will be redirected back in a moment.

TheTPPaplication receivesodeon redirect_uriandmakesdirect callto https://api.equa.cz/token
to retrieve accesdoken e.g.:https://knedlik.neco/callback?code=6e215c880a375db440
4b32ab5a0221.

curl -k -u clientld:clientSecret -d
"grant_type=authorization_code& =cc9c7ffc - 6900- 3e0e- a525-

cb98438a328a& =http://knedlik.neco/callback
https://api.equa.cz/token
If everythingis correct theserverreturns accesand refresh token.

{"access_token" :"52ae6lce - 121c- 3ae5- a7ab-
3d6801d86021", "refresh_token" :"da256707 - 4676- 3785- a516-

3f1b05812798" , "scope” : "AISP_ACCOUNTS&ISP_BALANCE
AISP_ TRANSACTIONS'token type" :"Bearer" , "expires in" : 7776000}

Theclientldcorresponds to consumerKeslientSecretorrespondgo consumerSecrah
developerportal.

Redirecturi mustbe thesameasis registeredin the application undethe sameclientld.
Codeexpireswithin 5 minutes.

GET_ACCOUN&&mplecall
Request:

curl -k -X GET-- cert EquaTest.pem:aaaa -- header "Accept: application/json"
header " : Bearer 52ae6lce- 121c- 3ae5- a7ab- 3d6801d86021"

"https://api.equa.cz/aisp/accounts/2.0.3/my/accounts”
Response:

{

"accounts" : [ {


http://knedlik.neco/callback

"id* : "CZ6661000000009999999999",
"identification” Y
“iban" : " CZ6661000000009999999999"
"other" : "1011322819"
g
"currency" @ "CZK",
"servicer" A

"bankCode" : "6100",
"countryCode" : "CZ",
"bic" : "EQBKCZPP"
¢
"namel18N" : v " 0 Nif € AOy
b

Howto callPISFAPIs
PISBequenceconsistof three basicsteps:

1. Paymentnitiate
2. Strong customeauthenticationwith dynamic linking
3. Paymentconfirm

Paymentnitiate
It usesaccesdokenthat hasbeen retrievedrom client credentialgrantauthentication.

curl -k -d "grant_type=client_credentials" - u clientld:clientSecret
https://api.equa.cz/token

Thenit is possibleto callAPI

curl -k -X POST-- EquaTest.pem:aaaa -- header "Content - Type:
application/json" -- header "Accept:  application/json" -- header

"Authorization: Bearer 23c6fe64 - 604b- 3da5- 9151- 8dd0c2896b07" -d @EQPISP.json
"https://api.equa.cz/pisp/3.0.0/my/payments"

EQPISP.json:

{

"paymentldentification”

"instructionldentification" : "IDplatby201801291717"
¢
"paymentTypelnformation”

"instructionPriority"

IS
"amount” : {
"instructedAmount"
"value" : 112,
"currency" : "CZK"

}




Iy
"requestedExecutionDate” : "2018-02- 12",

"debtorAccount" : {
"identification” |
“iban" : "CZ3161000000001011166406"
$

"currency" : "CZK"
g
"creditorAccount” @ {
"identification” |
"iban" : "CZ3101000000430000000123"
g
"currency" : "CZK"
h
"remittancelnformation” |
"unstructured” : "Zprava pro priemce" |,
"structured” : {
"creditorReferencelnformation” |
"reference” : "VS:1234, SS:2222, KS:3333"

"purpose” : {
"proprietary” : "Popis platby"
}

Response

{

"paymentldentification”
"instructionldentification" : "IDplatby201801291717"
"transactionldentification” : "15183543893460063"
2
"debtorAccount"”
"identification” |
“iban" : "CZ3161000000001011166406"
2
"currency” : "CZK"
2
"amount” : {
“instructedAmount” : {
“currency” : "CZK",
"value" : 112

}1
"requestedExecutionDate"
2018,




2,
12
1,
"remittancelnformation” |
"unstructured" : "Zprava pro priemce" |,
"structured” : {
"creditorReferencelnformation" |
"reference” : "VS:1234, SS:2222, KS:3333"

"purpose” : {

"proprietary"  : "Popis platby"
2
“creditorAccount”  : {
"identification” |
"iban" : "CZ3101000000430000000123"
2

"currency” : "CZK"
}l
"paymentTypelnformation”

"instructionPriority"

}

"instructionStatus"

Strongcustomerauthenticatiorwith dynamidinking

TheSCAwith dynamiclinkingis basedon OAuth2authorizationcodegrantwith passing new
gueryparamenteroperation_id thatcorresponds tdransactionldentificatiorin previous reply.

TPPapplication redirectshe enduser(browser)to https://api.equa.cz/authorize

https://api.test2.equabank.loc/authorize?response_type=codeé&client_id=HBM1Cene

Nulig8DfkJzX4NiACala& =PISP& =https://knedlik.neco/callback
&operation_id= 15183543893460063
Whereoperation_idistransactionldentificationfrom previousresponse!

Endusersgoesthroughstrong customeruthentication















